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The last 36 months spent discovering security best
practice within the WordPress eco-system:

● Countless number of hardening articles,
● Inspecting code of most popular security solutions
● Going through vulnerability databases.

A story behind the Security Framework
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This document outlines established WordPress
security practices and is designed to evolve over time.

● Addresses over 60 security concerns.
● Raises awareness of risks associated with website

management.
● Applies to both the WordPress website and our

organization.

What is the Security Framework?
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What happens if 
we don't follow 

these protocols?
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How the results 
of hacking experiments, 

helped define a 
Security Framework
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150k
logs

1,500
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~100
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attempts

500
SSH 
attempts
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Conclusion:

Human factors are still a 
source of risk.

Observations:

It's worrying that WordPress
managers are aware of the 
risks, but do not have full
visibility of their stack.

How to transform your security & 
performance for clients and end users

WordPress Ventures Event Series

1 2

Max Matloka
Head of Product
SiteBoxExperiment: Human Factor



How to transform your security & 
performance for clients and end users

WordPress Ventures Event Series

Max Matloka
Head of Product
SiteBox

Advanced 
Operational 
Measures

Performance 
and Resource 

Protection

Backup & 
Recovery

Monitoring, 
Logging and 

Auditing

Content & 
App Security

Firewall & 
Traffic 

Monitoring

File System & 
Database 
Security

Plugin & 
Theme 
Security

User 
Management 

& ACL's

Core Security

Human Factor in Security Framework



How to transform your security & 
performance for clients and end users

WordPress Ventures Event Series

As
se
ss
me
nt

Verify
 w

hich of th
e protocols 

affe
ct y

our w
ebsite

 or company.

Cu
sto
mi
za
tio
n

Adjust th
e Protocols to

 

your specific
 needs.

Im
pl
em
en
ta
tio
n

Im
prove Security

 Standards 

based on recommendatio
ns.

Re
vie
w

Develop a process th
at v

erifie
s 

im
plemented protocols periodically

.

1 2 3 4

Max Matloka
Head of Product
SiteBoxImplement Framework



World-Class Digital 
experiences that Perform. Paul Fawcett

Head of Agency 
Partnerships,
SiteBox
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Improved Site Performance

100 Performance  

Paul Fawcett
Head of Agency 
Partnerships,
SiteBox

100 Accessibility

100 Best Practice

100 SEO

Metrics that matter

- FCP (First Content Paint)
- SI (Speed Index)

- LCP (Largest Contentful Paint)
- TBT (Total Blocking Time)
- CLS (Cumulative Layout Shift)

Grade

Vitals
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Pre 'Headless' Score Post 'Headless' Score Other problems solved

A
F

A
A

D Reduced landing page payload from 40+Mb to 2mb
Saving 92% traffic consumption = Cost savings $$$

D

Current Live results

'Headless' Performance

69% EU Server response
81% Traffic savings = Cost savings $$$
99% Cache improvement



How to transform your security & 
performance for clients and end users

WordPress Ventures Event Series

Paul Fawcett
Head of Agency 
Partnerships,
SiteBox

Case Study

No edits to 
codebase!
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What is Accelerator?

Accelerator converts your website 
into a static version using the 
Dynamic Site Rendering (DSR) 
method. The first visitor to your site 
generates a cached version, which 
is then stored until it is invalidated.

Does Accelerator support server-side 
processing?

Yes, by default, all POST requests are directed 
to the origin instance unless they are stopped 
by SiteBox Enclave. This setup allows using 
existing functionalities or the option to disable 
them completely, thereby making WordPress 
invisible to users.

How long does Accelerator cache the 
content?

Accelerator caches content in object storage 
until it is invalidated. This can happen in two 
ways: by manually flushing the cache in the 
SiteBox dashboard or by applying changes to 
the content on your WordPress instance.

'Accelerate' Feature
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'Accelerate' Dashboard

Toggle Switch

It's that easy!
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1 Headless - Mitigates risk from front-end attacks.

Key Outcomes

2 Site Performance - Improved SERP rankings

3 Reduced Cost - Optimised static outputs (Payload)

4 Sustainable - Low-to-No Carbon emissions



Q&A 
Security & Performance

Discussion:

How to transform your security & 
performance for clients and end users

WordPress Ventures Event Series

Kasia Wegrzyn
Head of Customer 
Success,
SiteBox



Explore how design 
systems can optimise 
engagement and 
conversion
Discover how to build out your brand 
awareness across all digital platforms 
using a sophisticated design system.

March 19th 2025, 12pm-2pm
ALFI – 3 Crispin Place

Next 
Event 

Thank you                
for joining us!

Paul Fawcett 
Head of Agency Partnerships
SiteBox
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